Republic of the Philippines
Office of the President

BCDA

Bases Conversion and
Development Authority BAGONG PILIPINAS

Bids and Awards Committee for Goods (BAC-G)
PROCUREMENT OF INTEGRATED DATA RESILIENCY SOLUTION MAINTENANCE
BID BULLETIN NO. 02
This Bid Bulletin contains clarifications raised during the Pre-bid Conference on 04 September

2026 at 10:30 AM, as well as queries sent by prospective bidders via email and other matters related
to the above Project.

A. QUERIES/QUESTIONS FROM THE PROSPECTIVE BIDDERS

"QUERY | = CLARIFICATION
1. Revised Technical Specifications 450 for endpoint and 450 google
(Licenses) workspace

Attached as Annex A

2. Page 75, Section VIIL Technical Specifications. | A brand new server will be accepted but

Head Office Server Config: not required as long as the server meets
Processor: 16CPU the required specification stated in the
Memory: 128GB Terms of Reference.

HDD: 4.5TB (SSD for OS and Binaries of
Backup Solution)
HDD: 50TB (Performance Tier)

Does the procuring entity require the server to
be brand new, of the latest available version,
and configured with optimal settings to ensurc
future-

proofing, reliability, and compatibility with
future updates?

3. What is the total number of copies required for | Each bidder must submit one original

bid submission? copy of the following:
1. Eligibility Documents and;
2. Financial Documents

All documents for the bid submission
should be placed in a single mother

envelope.
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B. REMINDERS:

1. Only bidders who have purchased the bidding documents shall be allowed to submit their
bids. The purchase of the bidding documents shall be accepted from Monday to Friday
from 8:00 AM to 5:00 PM and until 09:00 AM on 17 September 2026. Payment of the
bidding documents in the amount of Pesos: Twenty Five Thousand (Php 25.000.00) may be
made in cash or manager’s check.

Former and current service providers of BCDA, including those from subsidiaries and
affiliates, who have been rated “unsatisfactory™ in the Performance Evaluation, shall not be
considered for bidding and will be deemed non-compliant or ineligible.

2. Online payment, fund transfer, or over-the-counter deposit is also allowed. Please use the
following bank details:
Bank: Land Bank of the Philippines
Branch: BGC Branch
Name: Bases Conversion and Development Authority
Account No. : 3902-1005-11
SWIFT code: TLBPPHMM
3. Prospective bidders must send/email their proof of payment to BAC Secretariat at

bacgsecretariat@beda.gov.ph to facilitate validation of payment and the issuance of their
official receipts as well as the copy of bidding documents can be picked up at the BCDA
office on the 2nd Floor, Bonifacio Technology Center, 31st Street Corner 2nd Avenue,
Crescent Parkwest, Bonifacio Global City, Taguig.

4. Please take note of the following schedule:

ACTIVITIES DATE/SCHEDULE
Deadline of Submission and Receipt of Bids 09:00 AM on 17 September 2026 (Thursday)
Opening of Technical and Financial Bids 10:30 AM on 17 September 2026 (Thursday)

The Submission and Opening of Bids will be conducted face-to-face at the BCDA Corporate
Center, 2nd Floor, Bonifacio Technology Center, 31st St. corner 2nd Ave, Bonifacio Global
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City, Taguig City. Alternatively, bidders may attend online via Zoom. The meeting link will be
provided upon request to the BAC-G Secretariat through bacgsecretariat@bcda.gov.ph.

Authorized representatives are strongly encouraged to attend during the opening of bids to ensure
transparency and immediate response to clarifications. If unavailable, a duly signed letter of
authorization designating an alternate representative must be submitted.

5. Bidders are encouraged to submit their bid proposals ahead of the deadline to avoid late
submission. The official reference for bid submission shall be the computer system clock at
the CRRA which is synchronized with the Philippine Standard Time (PhST). Accordingly,
participating bidders are advised to align their timepieces with this system clock.

QOnline Bid Submission is NOT allowed.

6. The bid must not exceed the Approved Budget for the Contract (ABC), otherwise, the bidder
shall be disqualified.

7. Prospective bidders must not be "blacklisted” or barred from bidding by the Government of
the Philippines or any of its agencies. offices, corporations, or LGUSs, including foreign
government, or foreign or international financing institutions whose blacklisting rules have
been recognized by the GPPB; by itself or by relation, membership, association, affiliation, or
controlling interest with another blacklisted person or entity.

8. The BAC expects all bidders to exercise due diligence in reviewing the bidding documents to
ensure that their proposals are prepared thoroughly and intelligently.

For those attending in person, please consider the following guidelines:

a. Attendees must comply with BCDA Health protocols;

b. Observers or representatives who show signs of flu-related symptoms are advised to attend
online and will not be allowed entry into BCDA premises; and

c. Only two (2) in-person representatives per bidder are allowed to join the bid opening.

This Bid Bulletin shall be considered as an integral part of the Bidding Documents for the
aforementioned Project. All other provisions and statements in the Bidding Documents or previous
Supplemental/Bid Bulletin/s that are inconsistent with this Bid Bulletin are deemed amended or
modified.

Issued on 09 September 2026 in Taguig City.

BIDS AND AWARDS COMMITTEE FOR GOODS

ATTY. DIANA JOYCE N. BASCO-GALERA
Chairpersom) BAC for Goods
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ANNEX A

Updated Terms of Reference Technical Specifications



TERMS OF REFERENCE / TECHNICAL SPECIFICATI ONS
Procurement of Integrated Data Resiliency Solution

1 LOT

DESCRIPTION

Technical Specifications

I.

Solution Components

Licenses:

18TB Storage Backup License for Servers
450 User Backup License for Google Workspace
450 User Backup License for Endpoints

Infrastructure:

Head Office Server Config:

o Processor: 16 CPU

o Memory: 128 GB

o HDD: 4.5 TB (SSD for OS and Backup Sclution Binaries)
o HDD: 50TB (Performance Tier)

Cloud Infra Resources:

Total Virtual Machine - 3

Total vCPU 40

Total vRAM 288 GB

Total HDD 10 TB (SSD for OS and Backup Solution Binaries)
Total HDD 52 TB for Server Backup

Total HDD 60 TB for Google Workspace Backup

Total HDD 10 TB for Endpoint Backup

o 50 Mbps Connectivity

(=i o I o H = B o S oo

Subscription:

Twelve (12) months Subscription for all Licenses

II.

Backup for Servers - Features and Functionalities

Must support heterogeneous environments as well as Storage Area Network
(SAN) and NAS (Network Attached Storage) architectures

Must support backup of Windows, Unix, and Linux platforms

Must support backup of virtual environments VMware, Hyper-V, XenServer,
OpenStack, Nutanix AHV

Must support online backup for: Oracle, Sybase, MS-SQL, MySQL, MS
Exchange, Office 365, SAP R/3, SAP HANA, IBM Domino, DB2, SharePoint,
PostgreSQL, etc.

Must support backup of Office 365

Must support backup on client/server architecture

Must support backup over the administration network (LAN backup mode)
Must support backup over a dedicated network (SAN backup mode)

Must support backup with source and target deduplication

Must support full, incremental, and block-level incremental backup

Must support block-level backup and deduplication

Must support an Unlimited number of parallel and restore streams

Must support Synthetic Full Backup (a LAN-free full backup made from
incremental backups)

Must support Hot backup of databases and applications without affecting
the production databases and applications
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e Must support centralized backups of files, databases, and applications in a
single solution.

e Must support parallelized backup sessions to optimize the hardware
resources and reduce the amount of time needed for backup.

& Must support the identification of modified devices. The solution must
generate and present a list of files modified since the last backup.

ICompression and deduplication

e Must support compression and deduplication of the data to reduce network
usage

e Must support source-based deduplication with the backup agents.

e Must support dedicated disk arrays and VTL deduplication appliances

Restoration

e Must have the ability to detect files that have disappeared

Must have Graphical Restore User Interfaces aimed at end-users

Must support differential restore

Must support a unique user-friendly restore interface (also Web Restore)

Virtualization Backup Support and Restore

Must support the VMWARE platform

Must support agentless backup

Must support incremental forever with block-level backup.

Must support file-level or full VM restore

Must support backup to tape, disk, or Deduplication Storage

Must support Express Restart for VMware — restart the VM without restoring
data

Must support full backup, incremental backup, and Incremental backup
using CBT

Must support the Hyper-V platform

Must support Citrix XenServer

Must support OpenStack

Must support Nutanix AHV

e @ 8 @

\Advanced Media Management

Must support backup to disk, VIL, and tape.

Must support cartridge pool management with automatic growth

Must support barcodes for cartridge identification and fast inventory
Must support optimized cartridge and drive management to extend their
wear and tear

Must support cartridge life-cycle management

e Must support cleaning tape management

e @ 0 @

Data Security
e Must support standard storing formats (tar, sidf, etc)
Must support Duplication of media or backup job for externalization
Must support the management of user/administrator profiles
Must support Backup and Restore of the ACLs
Must support data encryption in-flight and at rest
Must support the Security and Compliance Manager for high security and
encryption.

Simplified Administration

10
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e Must support real-time supervision

e Must support graphical alarms and SNMP support

e Must support integration into batch handling and command mode
schedulers

e Must support Graphical Task Viewer to foresee and spread the backup load
Must support the Web administration interface
e Must support detailed web reports.

[Protection and Integration

e Must support standard writing formats, keeping data software-independent

e Must have scalability (from one to thousands of hosts protecting GB to TB

e Must support API (Application Programming Interface) available for custom
requirements.

Google Mail / Google Drive
e Must support advanced backup option

e Must support vault tracking tab

e Must support in-place restore

e Must support out-of-place restore
Databases

e Must support hot backup and the restoration of the relational databases of
Microsoft SQL Server.

e Must support hot backup and restore of MYSQL
¢ Must support backup and restore of Oracle
e Must support hot backup and restore of the databases of PostgreSQL.
e Must support backup and restore of DB2
Security

e Must support the use of profile creation that defines the access rights for the
different features of the application.
e Must support encryption during network transfer.

Administration and Operation

e Must support administration through the Web Ul to manage all the
components, agents, databases to be protected, storage resources, and also
the events, providing a view of the state of the system

e Must protect the data against unlawful restoration.

Must require a key for encryption for the restore.

e Must provide real-time information-based event management and visible
alarms.

e Must provide an audit trail that tracks the activity of the hosts, application,
and modifications to the backup configuration

e Must provide the generation of a backup report on the success ratios, on the
volume backed up per application

III. Backup for Endpoint - Features and Functionalities
450 Endpoint Backup Licenses
e Must be capable of automatic backup and should be completely transparent

to the end user.
e Must be compatible with the existing Hybrid backup solution.

gV
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Must be capable of deduplicated block mode backup to optimize disk storage
and network bandwidth. Backs up only new or changed blocks and stores
only one copy of each block, optimizing disk storage.

Must be capable of continuous protection; it is possible to define the service
level best suited to the criticality of the data, since continuous backup
frequency ranges from instantaneous protection to daily backup.

Must be capable of network optimization; the backup mechanism and
block-level deduplication should be complemented by the ability to limit
bandwidth usage based on the type of connection and adjust the
compression mode.

Must be capable of autonomous restore; users should have an integrated
workplace and a wizard to give them autonomy to restore their own data, as
well as a Web restore interface to restore from anywhere.

Must be capable of restoring interfaces and offer time navigation capabilities
that let users select the version of the files to restore by synchronizing all
files at the chosen date and time.

Must be capable of configuration and administration made from a
management console accessible from a web browser.

Must be capable of securing the backups made at a remote office; a copy of
the information stored can be consolidated in the in-country cloud and in
the datacenter for a secure copy.

Must be capable of monitoring the backup activity and sending mail alerts to
the administrators whenever an event is outside of its expected behavior.
Must have the ability to delegate administrative rights to certain users or
groups of users of the system

Must have unlimited Gateway Anti-Virus (AV) file size protection. Gateway
AV engine without file size limitations.

Must be able to manage several entities on the same server with a perfect
seal between entities.

Must have Cloud AntiVirus (AV) feature to enhance AntiVirus protection
together with Gateway AntiVirus.

Must be capable of bare metal recovery to recover a complete Windows
agent, including system and data.

Must have continuous protection of user data and protect open files.
Applications such as Microsoft Office do not need to be closed; their files are
protected while in use.

Must have Windows BitLocker and EFS support. It can back up
workstations with disks encrypted by these two technologies.

Resources Optimization:

The proposed solution must be capable of block-level incremental. Only the
changed blocks are backed up.

Must be capable of continuous backup so that resource usage is spread over
time.

Must be capable of a customized backup policy; the backup administrator
can define the important information to be protected by machine or machine
type.

Must be capable of choosing the compression algorithm
(BROTLI/ZLIB/LZMA) according to the element you want to favor, CPU or
network performance.

Must be capable of block-level deduplication; only one copy of each block is
stored to reduce the disk space used.

§¥
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Must be capable of automatic purging; depending on the retention period
defined in the protection schemes, obsolete data blocks are automatically
removed from the disk storage.

Must be capable of block-level deduplication at the source, and redundant
blocks detected on agents. Only new or changed blocks are sent over the
network.

Must be capable of asynchronous communication; the communication
protocol between agents and the server is optimized so that the source
deduplication does not impinge on the available network bandwidth.

Must be capable of controlling the bandwidth; the maximum bandwidth
consumed can be configured at the policy level.

Must be capable of boost mode to allow end users to allocate more resources
to the backup. It helps speed up the backup for mobile workstations that are
rarely connected to the LAN.

Administration:

The proposed solution should have centralized administration.

Must be capable of defining data protection policies.

Must be capable of organizing agents per profile, operating system, location,
etc.

Must be capable of monitoring server activity and agent activity.

Desktop Laptop backup solution and server administration should be
co-managed between BCDA and the winning bidder.

[Data Protection Policies Definition:

The proposed solution should be capable of defining a retention period
during which versions of a backed-up file are stored. Beyond this period, at
least one version of each file will be retained.

Must be capable of defining a destination where the server or selected agents
are going to be replicated.

Must be capable of defining quota limits that you can set on either the
number of or the volume of files backed up per agent to contain the disk
space required for the backups.

Must be capable of a recovery point objective (RPO) to determine the
frequency of backup versions, from one minute to one day.

Must be capable of setting authorization to give or prohibit users from
modifying their backup profile.

Must be capable of compression settings that allow choosing the
compression algorithm best suited for the network connection (BROTLI,
ZLIB, or LZMA).

Must be capable of bandwidth throttling to limit the network bandwidth
used by the agents.

Must be capable of encryption mode (for example, you can enable encryption
when the connection is WAN for mobile workstations and disable it when the
machines are connected to the LAN).

Must be capable of backup restriction to suspend backups depending on the
mode of network connection.

|[User and Rights:

The proposed solution must be capable of delegating administrative rights to
certain users, depending on the level of responsibility that can be assigned
to users.

Must be capable of integration with enterprise directories (Active Directory or
LDAP) to simplify user management.

a4
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Monitoring:

The proposed solution must be capable of monitoring backup server activity
(CPU, memory, storage, network) in real-time, and provide a list of events
that have occurred on the backup server. It must also display the data
deduplication rate and the estimated date when your disk will be full.

Must be capable of alarm notification by sending an email to the
administrator or to a distribution list.

Must have audit logs to enable the administrator to trace all server
configuration modifications.

Must be capable of exporting logs to syslog, a logging standard used to
secure and centralize log data.

[Backup Reports and Statistics:

The proposed solution must have a statistics interface that allows
monitoring of backup, restore, and block cleaning performance as well as the
replication progress.

Must have backup reports that can be generated to monitor the backup
activities of your laptop/desktop fleet.

Data Protection Management and Security:

The proposed solution must be capable of identifying protected files.

Must have a dashboard that provides users with information on the
protection status of their workstation, the connection status to the server,
the operations in progress, as well as access to various user features.

Must have a restore wizard to guide users through restore operations.

Must be capable of searching and restoring files by browsing the backup
iree.

Must be capable of restoring data from another workstation to the current
workstation.

Must be capable of restoring data to another workstation.

Must be capable of imposing backup rules and choosing which directories
and files to include and exclude.

Must be capable of administrators giving users the right to add and/or
exclude files and directories on their own, giving users some flexibility while
ensuring effective protection of sensitive data.

Must be fully integrated with the agent desktop (file explorer, Finder).

Must be capable of right-clicking a folder or file to get the list of available
versions and to restore it either to its original location or to an alternate
location of user choice.

Must be capable of time navigation to see the content of a directory at a past
date.

Must be capable of retrieving files via a Web interface secured by a
password.

Must be capable of restoring files from a computer, tablet, or phone.

Must have a simplified operating system that serves as an emergency boot
platform and can be used to boot on the new workstation.

Must be capable of bare-metal restore with the Wizard for the Windows
operating system to choose the original agent and image to restore.

Must be capable of integrating into a two-factor authentication mechanism,
based on existing authentication apps such as Authy, Google Authenticator,
Microsoft Authenticator, ete.

Must be capable of providing a self-signed certificate to connect to the web
interfaces.

gy

6of 9



Must be capable of allowing agents to communicate and send data to the
backup server via the HTTP or HTTPS protocol.

Must be capable of an HTTPS connection; data is always encrypted with a
symmetric 256-bit key.

Must be capable of disk space hosting. All the backups are encrypted.

Replication:

The proposed solution must be capable of fully replicating the backup data
and metadata to a secondary backup server located on-premises.

Must be capable of sending data to the secondary backup server that is
already deduplicated to optimize network usage.

Must be capable of recovering the primary backup server from the secondary
backup server in the event of a failure.

Must be capable of replication that can be backup server-level, i.e., data
from all agents on the backup server is replicated, or agent-level, i.e., only
data from selected agents is replicated.

Compatibility:

The proposed solution should support the following operating systems:

1. Windows:
Vista
Windows 7
Windows 8
Windows 8.1
Windows 10
Windows 11
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

2. macOS:
macOS 10.14 (Mojave)
macOs 10.15 (Catalina)
macOS 10.16 (Big Sur)
macOS 10.17/12.0.1 (Monterey)
macOS 13 (Ventura)
macOS 14 (Sonoma)
macOS 15 (Sequoia)
macOS 26 (Tahoe)

3. Linux

Iv.

Backup for Google Workspace - Features and Functionalities

450 Google Workspace Backup License

Must support point-in-time recovery.

Must support a flexible restore option.

Must support automatic protection of new users and drives.
Must support backup health monitoring and reporting.
Must be compatible with the existing backup solution.
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V. Other Requirements:

Must be compatible with BCDA's existing backup solution for server,
endpoint, and Google Workspace

Must support backup and restore of IBM Domino (Lotus Notes)

Must support backup and restore of MaxDB

Must support NDMP connection

Must support Disk File Management

Must support replication of backup data to an off-site location/DR Site
Must support local backup for operational recovery, and long-term backup
will be stored in an off-site location

Must support backup of cloud e-mails to the DR Site

Must support visualizing and restoring missing files using time navigation
Must support maximum coverage and compatibility of different platforms
Must support optimal deduplication technology

Must support 3-click restore

Must support scalability, supporting multiple catalogs in a single
environment. This allows backup to be split into multiple catalogs, as well as
having old information move to the archive catalog.

Must support the generation of an activity trail to track the activity on the
data subject to specific regulations to facilitate auditing of activity performed
on sensitive data.

VI. Project Scope

Delivery, Installation, Configuration, Co-Management;
Training: 2 x 4 hours Knowledge Transfer for IT Admin (min of 5pax ) - onsite

VII. Service Level Agreement

On-site support shall be provided and addressed by suppliers on the
following working day from receipt of notice from BCDA.

Availability of the SUPPLIER for consultation and support for a period of one
(1) year, from 8:00 AM - 5:00 PM, Monday through Friday, excluding
holidays, with unlimited phone calls, text, and email support.

VIII.

Qualifications

Implementation and Support Engineers should have certifications in the
solution being proposed.

The Supplier must be an authorized service partner and reseller of the
products/units/solutions being offered. Please present proof of certification:
Distributorship Certificate and/or Manufacturer's Authorization Form (MAF).

IX. Notes to Bidders

All specifications are minimum requirements. Proponents may propose
equivalent or higher specifications.

The Supplier shall ensure that the solutions software is compliant with
Philippine regulatory and statutory laws (latest versions) specific to
government agencies.

The Supplier shall ensure that the solutions software is compliant with the

Data Privacy Act of 2012 (R.A. No. 10173)

a
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The warranty security obligation: shall be covered by Retention moeney in an
amount equivalent to one percent (1%} of the total contract price of the lot.
The said amount shall only be released after the lapse of the warranty
period.
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