LEASE OF HIGH-END NETWORK CAMERAS AND HD
SURVEILLANCE RECORDING AND MONITORING SYSTEM

SECTION VI

Schedule of Requirements
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The delivery schedule expressed as weeks/months stipulates hereafter a delivery date which
is the date of delivery to the project site. Please refer also to the attached Terms of Reference
(TOR) under Sec. VII Technical Specifications, for other details on additional requirements.

DELIVERY
QUANTITY ITEM/SPECIFICATION
SCHEDULE
COMMAND CENTER
12 unit(s) | 47" LFD ULTRA THIN BEZEL
1 lot(s) L.FD MONITOR MOUNTING
4 unit(s) | BRANDED DESKTOP MONITORING WORKSTATION Supply,
delivery and
3 4x4 INDOOR ACCESS POINT installation
2 MINI DOME HD [P CAMERA Sh;?—]l;;l;jtbz
CO ete
1 lot(s) OPERATOR TABLE AND CHAIRS FOR 4 AGENTS within thirty-
2 unit(s) [ 10KVA UPS eight (38)
days upon the
1 unit(s) | INTEGRATED SERVICES ROUTER receipt of
Notice t
2 unit(s) | GIGABIT 24PCRT OPTICAL SWITCH P?olc?:eg

Tunit(s) | GIGABIT 24PORT RJ45 SWITCH
Tunit(s)y | VIDEO MATRIX SERVER
Tlot{s) | VIDEO MATRIX SOFTWARE
34 unit(s) | 1000MB SFP MODULE
2 unit(s) | 1GB SFP MODULE
1lot(s) | ANALYTIC SOFTWARE
1unit(s) | ANALYTIC SERVER
1unit(s) | CLOSE BAY RACK

AIRSIDE PARKING
34 unit(s) | 30X OPTICAL PAN-TILT_ZOOM IP CAMERA

AIRPORT GATES
12 unit{s) | FIX BULLET IP CAMERA
VIP LOUNGE
1 100 Mbps Direct Internet Access - Corporate using Fiber

Connectivity
3 unit(s) 4x4 Indoor Wireless Access Points. Multi-User, Multiple-Input,
Muitiple-Cutput (MU-MIMO) technology
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DELIVERY

QUANTITY ITEM/SPECIFICATIONS SCHEDULE
HD IR BULLET NETWORK CAMERA
o  Weather Proof for Indoor and Outdoor Surveillance
s Minimum Video Resolution:5 Megapixel (2560 x 1820
pixels)
¢ Wide Dynamic Range
¢ Minimum Frame rate: up to 30 fps@ 5MP resolution
e Fixed calibrated or varifocal lens
e Minimum 1/1.8" image sensor
e Minimum H.264/MJPEG compression
o Stream Capacity: Triple
e Supports PoE {(minimum) Supply,
e With built-in storage (SD Card) delivery and
¢ Day and Night Function installation
e ONVIF Compliant should be
completed
PTZ IR CAMERA W;g',?tt{;jg,y
Minimum Video Resolution: 1920x1080 pixels days upon the
Minimum 30x Optical Zoom receipt of
Minimum Frame rate: up to 30 fps@ 1080p Notice to
Proceed

S & & & & & & 5 = & 2 2 0

Minimum 1/2.8” image sensor

Supports video analytics (edge or centralized server)
Day and Night Function

Outdoor and Vandal Resistant

Minimum: Support for PoE / PoE+ & DC or AC Supply
Minimum H.264/MJPEG

With built-in storage (SD Card)

Stream Capacity: Triple

Support for Wide Dynamic Range

IP66 rating

ONVIF Compliant

DOME TYPE IP CAMERA

Minimum Video Resolution: 1920x1080 pixels
Minimum 1/2.8” image sensor

Minimum Frame rate: up to 30 fps@ 1080p
Support for Wide Dynamic Range

Minimum H.264/MJPEG

Fixed calibrated or varifocal tens

Vandal Resistant

Day & Night Function

Supports video analytics (edge or centralized server)
With built-in storage (SD Card)

Supports POE (minimum)

IPE6 rating

ONVIF Compliant
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NETWORK VIDEQ RECORDER

¢ Can be a single or multiple standalone platform or
standalone platform with storage expansion. Can be a
server and not NVR as long as it is compliant with the
VMS.

¢ Must support up to 64 camera access at 1080p

resolution, 30 frames per second at minimum

Must support third-party network cameras

Recording retention of 30 days @ 1080p/30fps

continuous recording; 24/7

Support for CCTV keyboard controlier

Must support HDD hot swap with RAIDS

Supports multiple display

OnVIF Compliant

VIDEO MANAGEMENT SOFTWARE (WORKSTATION SIDE)

» Must be enterprise grade that can manage large
quantities of cameras

s Must support Devices: DVR, NVR, IPC, NVS, Video Wall
Controller and etc.

» Must support at least 256 registered devices

VMS WORKSTATION

CPU must be at least Intel Core i7 and above
Memory must be at least DDR3 16GB

e Must have at least 1 1000Mbps RJ45
Interface
GPU must be atleast 2Gb
Must be compatible with windows 7 and
window 8

POST ANALYTICS SOFTWARE
¢ Must support People Counting interface
» Must support LPR (License Plate Recognition)
* Must support ONVIF
* Must be compatible with surveillance video provided
by mainstream manufacturers.

CLOSE BAY RACK
e 42RU
e 600mm W x 1220mm D x 2026mm H
» Steel with durable black polyester epoxy powder
coat finish

POST ANALYTICS SERVER
Must be highly reliable platform and configuration to support
and exceed requirements of the Post Analytics Software

VIDEO MATRIX SERVER
Must be highly reliable platform and configuration to support
and exceed requirements of the Videos to be displayed.
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10KVA UPS -MAIN

e« Rated power 10000 VA

+ Input Normal Voltage 200/208/220/230/240 V

. Integrated Surge Protection

+ Use sealded Maintenance Free Lead Acid Battery
 Rackmountable form factor

BATTERIES
o Back-up time 10min

477 LFD MONITOR

47" minimum Slim and Light

60Hz D-LED

Supports up to 4K display resolution
1920x1080 (16:9)

Landscape / Portrait

* o @ o »

FIBER OPTICS
¢ Fiber Category: Single Mode
e Fiber Count: 48

TRANSCEIVERS

FE, GE and 10GE speed.
s Single mode

GIGABIT COPPER SWITCH
¢ Industry standard CLI
e |Interface

e 20x100/1000 RJ45

X3
Switching capacity: 120Gbps
Forwarding capacity: 90Mpps
MAC address table: 16K
Secure encrypted Web and CLI management with
SSHv2 and SSL
SNMP
IEEE 802.1p for Layer 2 QoS
DSCP
IEEE 802.1D Spanning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

instances

Non-Spanning Tree Loopback detection
VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

IEEE 802.1v Protocol-based VLAN
L2 Virtual Private VLAN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/1.3/L4 ACL.
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¢ DHCP Snooping
e DHCP Option 82
o |EEE 802.3az Energy-Efficient Ethernet (EEE)

GIGABIT FIBER SWITCH

e Indusiry standard CLI

e |Interface

e 20x100/1000 SFP

e 4xCombo (10/100/1000BASE-T or 100/1000BASE-
X)

o 2x10G uplink ports

Switching capacity: 120Gbps

Forwarding capacity: 90Mpps

MAC address table: 16K

Secure encrypted Web and CLI management with

SSHv2 and SSL

SNMP

IEEE 802.1p for Layer 2 QoS

DSCP

|IEEE 802.1D Spanning Tree Protocol (STP)

|IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.s Multiple Spanning Tree Protocol (MSTP), 60

instances

Non-Spanning Tree Loopback detection

VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

|IEEE 802.1v Protocol-based VLAN

L2 Virtual Private VLAN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/L.3/L4 ACL

DHCP Snooping

DHCP Option 82

|IEEE 802.3az Energy-Efficient Ethernet (EEE)

Integrated Services Router

2 integrated 10/100/1000 Ethernet ports

2GbE SFP

4 enhanced high-speed WAN interface card slots
512 DRAM

256MB Flash

VPN encryption

Integrated threat control

IPS

Content filtering

Direct Internet Access Corporate
o Minimum 100 Mbps Direct Internet Access - Corporate

using Fiber Optic Connectivity
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Access Point

4x4 wireless-AC technology

Multi-User, Multiple-fnput, Multiple-Qutput (MU-MIMO)
technology

1.4 GHz dual core processor

Four({4) Gigabit Ethernet ports

Dual Radio Frequency(2.4GHz and 5GHz) to support at
least 2.53Gbps combined speed.

USB 3.0, USB 2.0/ eSATA combo

Bidder’s Authorized Representative:

Signature over Printed Name

Principal Bidder / Supplier
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LEASE OF HIGH-END NETWORK CAMERAS AND HD
SURVEILLANCE, RECORDING AND MONITORING SYSTEM

SECTION VII

Technical Specifications

I.  Terms of Reference (TOR) .....13-page attachment
II. Technical Specifications Compliance Form
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BCDA

ses Conversi
Development Authority

TERMS OF REFERENCE

Lease of High-end Network Cameras and HD Surveillance,
Recording and Monitoring System for the
Bases Conversion and Development Authority
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

BACKGROUND

The BCDA was created under RA 7227, as amended, primarily to carry out the declared
policies of the Government of the Republic of the Philippines to accelerate the sound and
balanced conversion of the former US military bases and Metro Manila camps into
alternative productive civilian uses and premier centers of economic growth in partnership
with the private sector with integrity, excellence and stewardship of government resources.

The BCDA is a major force in creating and expanding economic opportunities in the
Philippines through its establishment of integrated development areas, dynamic business
centers and vibrant communities. BCDA's areas of jurisdiction require the construction of
Information and Communications Technology (ICT) infrastructure to make it more viable.
Section 5(c) of RA 7227, as amended, has vested BCDA with the power to enterinto, make,
perform and carry out contracts of every class and kind and description which are
necessary or incidental to the realization of its purposes with any public or private
enterprise.

The lease of High-end Network Cameras and HD Surveillance, Recording and Monitoring
System Project utilizing Fiber Optic Network System will be procured and installed within
the designated areas of Clark International Airport (CIA) to boost up the security and
monitoring in the airport during the ASEAN Summit to be held in November 2017.

The proposed system must meet up to expectations and accepted reliability, utilizing
modern, functional user-friendly, and reliable — upgradeable that can be expanded for
future additional requirements.

SCOPE AND RESPONSIBILITIES OF THE BIDDER/SUPPLIER

1. The Bidder/Supplier is expected to supply, deliver and install for lease the following
High-end Network Cameras and HD Surveillance, Recording and Monitoring System:

a. Require the transmission of video from pre-identified site of the CCTV cameras to
the viewing and control area located at the Command Center using best quality and
top of the line transmission medium.

b. Require the installation of various type of High-end Network Cameras capable of
various features depending on the area applicable during day and night. The High-
end Network Cameras shall consist of the following:

= Brand new High-Definition Cameras Pan-Tilt-Zoom (PTZ) with IR capable of
30X Optical Zoom within the airside parking

= Brand new High Definition Bullet Cameras within the airport gates

= Brand New Covert Cameras for the Command Center security

The Bidder/Supplier is required to provide copy of the purchase order, agreement
or any other documents indicating the above-mentioned cameras are brand new

unitsur[‘
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

¢. Require installation of High-end Video Management System and Monitoring
System. The monitoring must be capable of facial recognition, video matrix, video
stitching, video wall and projecting other media devices such as Desktop and/or
Laptop. It must support Local Clients, Remote Clients, Mobile Clients and Web
Browsers.Third-party applications such as post analytics must be capable to
integrate in the system.

2. The Bidder/Supplier is expected to Supply, Deliver and Install the following in the
Command Center the following:

a. Network Storage

Embedded Network Video Recorder (NVR) and Network Attached Storage
including its software, accessories and peripherals. The NVR shall act as a
recorder and process/facilitate remote viewing, playback and backup. Recording
retention must be able to do up to 30 days 24/7 for the NVR in the Command
Center's Server room.

b. Monitoring Center

This viewing station shall be installed at the Command Center composed of twelve
(12) wall mounted LFD Monitor, Video Wall System, four (4) sub monitoring
workstations with dual monitor with tables and chairs, network keyboard to push
video to the monitors, conference tables and chairs and server room where data
cabinets is located with the NVR, UPS, Network Switch, and Video Matrix Device.

¢. Video Analyiics

Post Analytics is required in the project. The Analytics can be from a third party-
software but must be able to project in the Video Wall System. License Plate
Number, Voice/Facial Recognition and other behavioral analytics must be available
for future integration on the system.

System shail be able to identify a person in-motion.

System shall be able to identify a person when stationary.

System shall be able to identify a single person as well as group of people.

System shall be able to provide real-time identification feedback using color

coding and shapes convention.

= System shall be able to welcome a person while approaching a door using a
predefined language.

» System shall allow access to authorized users in accordance with profile and

schedule constraints.

System shall be able to detect tailgating.

System shall support voice verification as an additional identifier.

System shall be able to identify a person based on behavioral biometric profile.

System shall be able to identify fraud attempts, block them and provide proper

alert to the operator.

= System shall be able to identify a user based on RFID and QRID.

f
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

3. The Bidder/Supplier shall provide a minimum of 100Mbps Direct Internet Access
Corporate using Fiber Optic connectivity for the VIP Lounge and Command Center
WiFi Internet Access during the entire duration of the lease.

4. The Bidder/Supplier shall provide 4X4 WiFi Access Points and In-house structured
cabling to fully cover the entire VIP Lounge Area and Command Center.

5. The Bidder/Supplier shall provide training to the BCDA/CIAC personnel operating
the HD Surveillance System ten (10) days prior to the start of the operation of the
Command Center.

6. The Bidder/Supplier shall provide technical and maintenance support staff during
the six-month operation of the project:

* Avalidated Customer Service number shall be made available that may address
all Level 1 call related technical support;

" Inthe event that Level 1 24/7 Customer Service Representative has to escalate
and have the site visited for Level 2 support, the Bidder/Supplier, on-site
technical support shall be deployed within a Service Level Agreement of two (2)
hours.

" Both Level 1 and 2 technical support shali be available 24/7, Monday to Sunday
inctuding holidays either on call or on site.

= The following personnel are required for on-site support:

Required Personnel Experience
License Electronics and Communication Engineer 3-year
Certified CCTV Installer 2-year
Certified CCTV Engineer 2-year

The following documents should be submitted during the submission of
eligibility requirements:

* Valid PRC license of the Electronics and Communications Engineer

* Resume of all the above-stated nominated personnel

* The Bidder must deploy on 24/7 both Level 1 and 2 on-site Technical
and Maintenance Support staff on 15 October 2017 until 2 days after the
ASEAN Summit scheduled in November 2017,

7. The Bidder/Supplier shall provide the following personnel during the supply,
delivery and installation of the High-end Network Cameras and HD Suveillance,
Recording and Monitoring System:

Required Personnel Experience
Project Manager- License Civil Engineer 5-year
Project Enginner- License Electronics and 3-year
Communication Engineer
Certified CCTV Installer 2-year
Certified CCTV Engineer 2-year
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

The following documents should be submitted during the submission of
eligibility requirements:

» Valid PRC license of the Civil Engineer and Electronics and
Communications Engineer
» Resume of all the above-stated nominated personnel

8. The Bidder/Supplier shall provide parts replacement within 24-hour and must have
call center support and helpdesk for ease of communication.

9. The Bidder/Supplier shall provide the insurance of the High-end Cameras and HD
Surveillance System, Recording and Monitoring System at no cost to BCDA.

10. The Bidder/Supplier shall submit brochures and must be downloadable from the
manufacturer's website to serve as reference to the technical compliance.

11. The Bidder/Supplier shall submit the project implementation plan indicating the
scope of work, manpower complement, schedule of delivery and final technical
specifications within 10 days after the award of contract for BCDA’s approval.
Note: The testing of all features and functionalities shall be undertaken during the
post qualification.

lll.  Scope and Responsibilities of BCDA

1. BCDA shall provide all the available documents including plans and information
related to the project that may be needed by the Bidder/Supplier in pursuing the
tasks under this Terms of Reference (ToR).

2. BCDA shall provide the light posts for the installation of the camera with source
power of at least 20m.

3. BCDA shall provide the staging area of the project.

IV. APPROVED BUDGET FOR THE CONTRACT (ABC)
The Approved Budget for the Contract (ABC) is THIRTEEN MILLION TWO HUNDRED
THOUSAND PESOS (Php13,200,000.00}, inclusive of all applicable taxes, insurance,
fees and charges. Bids received in excess of the ABC shall be automatically
disqualified.

V. QUALIFICATIONS
The minimum qualification of the prospective Bidder/Supplier are as follows:

1. Must have completed a similar project with a contract amount of at least 50% of the

' mo
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

2. Must submit a Certification of authorized Reseller and/or Distributor. If Authorized
Reseller, the supplier of the bidder must submit a certificate of authorized reseller
to the bidder — bidder’s supplier must be an Authorized Distributor of Camera, NVR,
Storage, and Other Active Components in the project.

3. Must submit relevant documents as proof that it has installed an accumulated 200
network cameras within the last three (3) years of its operation, such as contract or
delivery receipt or certificate of completion.

4. Must have at least five (5) years in business operation and implemented a similar

project. In case of Joint Venture, the lead firm should have at least five (5) years
experienced in similar project.

VI. TECHNICAL REQUIREMENTS

The technical specifications below are the minimum requirements of the project.

QTY DESCRIPTION
12 unit(s) | 47° LFD ULTRA THIN BEZEL
1Tot(s) LFD MONITOR MOUNTING
4 unit(s) BRANDED DESKTOP MONITORING WORKSTATION
3 4x4 INDOOR ACCESS POINT
2 MINI DOME HD IP CAMERA
1 lot(s) OPERATOR TABLE AND CHAIRS FOR 4 AGENTS
2 unit(s) 10KVA UPS
1 unit(s) INTEGRATED SERVICES ROUTER

2 unit(s) GIGABIT 24PORT OPTICAL SWITCH
1 unit(s) GIGABIT 24PORT RJ45 SWITCH
1 unit(s} VIDEO MATRIX SERVER

1 lot(s) VIDEO MATRIX SOFTWARE
34 unit(s) 1000MB SFP MODULE

2 unit(s) 1GB SFP MODULE

1 Tot(s) ANALYTIC SOFTWARE

1 unit(s) ANALYTIC SERVER
1 unit(s) CLOSE BAY RACK
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

AIRSIDE PARKING
QTY DESCRIPTION
34 unit(s}) 30X OPTICAL PAN-TILT_ZOOM IP CAMERA
AIRPORT GATES
QTy DESCRIPTION
12 unit(s) FIX BULLET IP CAMERA
VIP LOUNGE
QTy DESCRIPTION
1 100 Mbps Direct Internet Access - Corporate using Fiber
Connectivity
3 unit(s) 4x4 Indoor Wireless Access Points.Multi-User, Multiple-Input,
Multiple-Output (MU-MIMO} technology
STATEMENT
OF SPECIFICATION ITEM
COMPLIANCE

HD IR BULLET NETWORK CAMERA

e  Woeather Proof for Indoor and Qutdoor
Surveillance

o  Minimum Video Resoclution:5 Megapixel (2560

x 1920 pixels)
e Wide Dynamic Range

resolution

Fixed calibrated or varifocal lens
Minimum 1/1.8"” image sensor
Minimum H.264/MJPEG compression
Stream Capacity: Triple

Supports PoE {minimum)

With built-in storage (SD Card)

Day and Night Function

ONVIF Compliant

Minimum Frame rate: up to 30 fps@ 5MP

Supply, Delivery and installation of HD Survedlance. Recording and Monstoring System
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

PTZ IR CAMERA

Minimum Video Resolution: 1920x1080 pixels
Minimum 30x Optical Zoom

Minimum Frame rate: up to 30 fps@ 1080p
Minimum 1/2.8” image sensor

Supports video analytics (edge or centralized
server)

Day and Night Function

Outdoor and Vandal Resistant

Minimum; Support for PoE / PoE+ & DC or AC
Supply

Minimum H.264/MJPEG

With built-in storage (SD Card)

Stream Capacity: Triple

Support for Wide Dynamic Range

P66 rating

ONVIF Compliant

* & & 9 » 0 &
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DOME TYPE IP CAMERA

Minimum Video Resolution: 1920x1080 pixels
Minimum 1/2.8” image sensor

Minimum Frame rate: up to 30 fps@ 1080p
Support for Wide Dynamic Range

Minimum H.264/MJPEG

Fixed calibrated or varifocal lens

Vandal Resistant

Day & Night Function

Supports video analytics (edge or centralized
server)

With built-in storage {SD Card)

Supports POE (minimum)

IP66 rating

ONVIF Compliant

NETWORK VIDEO RECORDER

Can be a single or multipie standalone
platform or standalone platform with storage
expansion, Can be a server and not NVR as
long as it is compliant with the VMS.

Must support up to 84 camera access at
1080p resolution, 30 frames per second at
minimum

Must support third-party network cameras
Recording retention of 30 days @
1080p/30fps continuous recording; 24/7
Support for CCTV keyboard caontreller

Must support HDD hot swap with RAIDS

OnVIF Compliant

Supports multiple display

Supply, Delivery and instailation of HD Survesliance. Recording and Monidoring System
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

VIDEO MANAGEMENT SOFTWARE
(WORKSTATION SIDE)
o Must be enterprise grade that can manage
large quantities of cameras
e Must support Devices: DVR, NVR, IPC, NVS,
Video Wall Controller and etc.
« Must support at least 256 registered devices

VMS WORKSTATION
e CPU must be at least Intel Core i7 and above

e Memory must be at least DDR3 16GB

¢ Must have at least 1 1000Mbps RJ45
Interface
GPU must be atleast 2Gb

e  Must be compatible with windows 7 and
window 8

POST ANALYTICS SOFTWARE
» Must support People Counting interface
» Must support LPR (License Plate Recognition)
o  Must support ONVIF
» Must be compatible with surveillance video
provided by mainstream manufacturers,

CLOSE BAY RACK
« 42RU
e B00mmW x 1220mm D x 2026mm H
» Steel with durable black polyester epoxy
powder coat finish

POST ANALYTICS SERVER

Must be highly reliable platform and configuration to
support and exceed requirements of the Post
Analytics Software

VIDEO MATRIX SERVER

Must be highly reliable platform and configuration to
support and exceed requirements of the Videos to be
displayed.

10KVA UPS -MAIN
+« Rated power 10000 VA
* Input Normal Voltage 200/208/220/230/240 V
» Integrated Surge Protection
» Use sealded Maintenance Free Lead Acid
Battery
+ Rackmountable form factor

I
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

BATTERIES

e Back-up time 10min

47" LFD MONITOR

e 47" minimum Slim and Light

60Hz D-LED

Supports up to 4K display resolution
1920x1080 (16:9)

Landscape / Portrait

FIBER OPTICS

s Fiber Category: Single Mode
e Fiber Count: 48

TRANSCEIVERS
Provide the various distance from 550m to 80km

with FE, GE and 10GE speed.
Single mode

GIGABIT COPPER SWITCH

Industry standard CLI

Interface

s 20x100/1000 RJ45

¢ 4xCombo (10/100/1000BASE-T or
100/1000BASE-X)

Switching capacity: 120Gbps

Forwarding capacity: 90Mpps

MAC address table: 16K

Secure encrypted Web and CLI management with

SSHv2 and SSL

SNMP

IEEE 802.1p for Layer 2 QoS

DSCP

IEEE 802.1D Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol

(RSTP)

IEEE 802.s Multiple Spanning Tree Protocol

(MSTP), 60 instances

Non-Spanning Tree Loopback detection

VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

IEEE 802.1v Protocol-based VLAN

L2 Virtual Private VL.AN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/L3/L4 ACL

DHCP Snooping

DHCP Option 82

Supply. Delvery and Ingtafiation of HD Survediance, Recording and Moronng System
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

¢ |EEE 802.3az Energy-Efficient Ethernet (EEE)

e 0 9 ® O ¢ @ © O

GIGABIT FIBER SWITCH

Industry standard CLI

Interface

o 20x100/1000 SFP

e 4xCombo (10/100/1000BASE-T or
100/1000BASE-X)

e 2x10G uplink ports

Switching capacity: 120Gbps

Forwarding capacity: 90Mpps

MAC address table: 16K

Secure encrypted Web and CLI management with

SSHv2 and SSL.

SNMP

IEEE 802.1p for Layer 2 QoS

DSCP

|IEEE 802.1D Spanning Tree Protocol (STP)

|IEEE 802.1w Rapid Spanning Tree Protocol

(RSTP)

IEEE 802.s Multiple Spanning Tree Protocol

(MSTP), 60 instances

Non-Spanning Tree Loopback detection

VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

IEEE 802.1v Protocol-based VLAN

L2 Virtual Private VLAN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/1.3/L.4 ACL

DHCP Snooping

DHCP Option 82

IEEE 802.3az Energy-Efficient Ethernet (EEE)

Integrated Services Router

2 integrated 10/100/1000 Ethernet ports

2GbE SFP

4 enhanced high-speed WAN interface card slots
512 DRAM

256MB Flash

VPN encryption

Integrated threat control

iPS

Content filtering

Direct Internet Access Corporate
Minimum 100 Mbps Direct Internet Access -

tr
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BASES CONVERSION AND DEVELOPMENT AUTHORITY

Corporate using Fiber Optic Connectivity

Access Point

o 4x4 wireless-AC technology

e Multi-User, Multiple-Input, Multiple-Output (MU-
MIMQO) technology
1.4 GHz dual core processor
Four(4) Gigabit Ethernet ports
Dual Radio Frequency(2.4GHz and 5GHz) to
support at least 2.53Gbps combined speed.

e USB 3.0,USB 2.0/ eSATA combo

Vil. PROJECT MILESTONES AND SCHEDULES

The Bidder/Supplier is required to finish the delivery, installation, testing and
commissioning of the Project, as follows:

1.

Supply, deliver, installation, testing, commissioning and operation of the Project
should be completed within thirty-eight (38) days upon the receipt of Notice to
Proceed.

Operation and maintenance of the Command Center shall be for a period of six (6)
months upon issuance of the Provisional Acceptance Certificate.

ViIll. PAYMENT TERMS AND CONDITIONS

1.

Fifteen Percent (15%) of the Contract Price shall be paid upon signing of the
contract and submission of the irrevocable letter of credit or bank guarantee
acceptable to BCDA,;

Fifty Percent (50%) of the Contract Price upon completion of the installation and
rectification of punch-listed items and the issuance of the Provisional Acceptance
Certificate;

Fifteen Percent (15%) of the Contract Price upon completion of the 3-month lease
period;

Ten Percent (10%) of the Contract Price upon completion of the 6-month lease
period;

Ten Percent (10%) of the Contract Price/Final payment upon issuance of the Final
Acceptance Certificate.

I
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Prepared by:

HEDDA}Y. RULONA
DM lil, Budget Department

Recommending Approval:

AILEEN AN, R. ZOS
Executive Vice President

Approved by:

VIVENCIO BX{DIZON]"
President and CEO
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Technical Specifications

Bidders must indicate whether the merchandise offered is “Compliant” or “Non-Compliant”
to the corresponding specifications prescribed by BCDA using this form.

STATEMENT OF
COMPLIANCE

TECHNICAL SPECIFICATIONS
Please CHECXK the

appropriate box

Compliant Non-
Compliant

COMMAND CENTER

12 unif(s) | 477 LFD ULTRA THIN BEZEL

1 lot(s) LFD MONITOR MOUNTING

4 unit(s) | BRANDED DESKTOP MONITORING
WORKSTATION
3 4x4 INDOOR ACCESS POINT
2 MINI DOME HD 1P CAMERA

1 lof(s) OPERATOR TABLE AND CHAIRS FOR 4 AGENTS

2 unit(s) | 10KVA UPS

1unit(s) | INTEGRATED SERVICES ROUTER

2 unit(s) | GIGABIT 24PORT OPTICAL SWITCH

1 unit(s) | GIGABIT 24PORT RJ45 SWITCH

1 unit(s) | VIDEO MATRIX SERVER

1 lot(s) VIDEOC MATRIX SOFTWARE

34 unit(s) | 1000MB SFP MODULE

2 unit(s) | 1GB SFP MODULE

1 lot(s) ANALYTIC SOFTWARE

1 unif(s) | ANALYTIC SERVER

1 unit(s) | CLOSE BAY RACK

AIRSIDE PARKING

34 unit(s} | 30X OPTICAL PAN-TILT_ZOOM IP CAMERA

AIRPORT GATES

12 unit(s) | FIX BULLET IP CAMERA

VIP LOUNGE

1 100 Mbps Direct Internet Access - Corporate using
Fiber Connectivity

3 unit(s) |4x4 Indoor Wireless Access Points.Multi-User,
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Multiple-Input, Multiple-Output (MU-MIMQ)
technology

HD IR BULLET NETWORK CAMERA

» Weather Proof for Indoor and Outdoor
Surveillance

+ Minimum Video Resolution:5 Megapixel
(25660 x 1920 pixels)

s Wide Dynamic Range

Minimum Frame rate: up to 30 fps@ 5MP

resolution

Fixed calibrated or varifocal lens

Minimum 1/1.8” image sensor

Minimum H.264/MJPEG compression

Stream Capacity: Triple

Supports PoE (minimum)

With built-in storage (SD Card)

Day and Night Function

ONVIF Compliant

® & & o ¢ & & »

PTZ IR CAMERA
¢  Minimum Video Resolution: 1920x1080
pixels
Minimum 30x Optical Zoom
Minimum Frame rate: up to 30 fps@ 1080p
Minimum 1/2.8" image sensor
Supports video analytics (edge or
ceniralized server)
Day and Night Function
Qutdoor and Vandal Resistant
Minimum: Support for PoE / PoE+ & DC or
AC Supply
Minimum H.264/MJPEG
With built-in storage (SP Card)
Stream Capacity: Triple
Support for Wide Dynamic Range
IP66 rating
ONVIF Compliant

[ I * * o @

DOME TYPE IP CAMERA

s  Minimum Video Resolution: 1920x1080
pixels
Minimum 1/2.8” image sensor
Minimum Frame rate: up to 30 fps@ 1080p
Support for Wide Dynamic Range
Minimum H.264/MJPEG
Fixed calibrated or varifocal lens
Vandal Resistant
Day & Night Function
Supports video analytics (edge or
ceniralized server)
¢ With built-in storage (SD Card)
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e Supports POE (minimum)
e |P66 rating
¢ ONVIF Compliant

NETWORK VIDEO RECORDER

e Can be a single or multiple standalone
platform or standalone platform with storage
expansion. Can be a server and not NVR as
long as it is compliant with the VMS.

e  Must support up to 64 camera access at
1080p resolution, 30 frames per second at
minimum

e  Must support third-party network cameras

Recording retention of 30 days @
1080p/30fps continuous recording; 24/7
Support for CCTV keyboard controller
Must support HDD hot swap with RAID5S
Supports multiple display

OnVIF Compliant

e o ¢ 8

VIDEO MANAGEMENT SOFTWARE
(WORKSTATION SIDE)
¢ Must be enterprise grade that can manage
large quantities of cameras
e Must support Devices: DVR, NVR, IPC,
NVS, Video Wall Controlier and etc.
+ Must support at least 256 registered devices

VMS WORKSTATION
¢ CPU must be at least Intel Core i7 and

above
e Memory must be at least DDR3 16GB
s  Must have at least 1 1000Mbps RJ45
Interface
GPU must be atieast 2Gb
Must be compatible with windows 7 and
window 8

POST ANALYTICS SOFTWARE
» Must support People Counting interface
» Must support LPR (lLicense Plate Recognition)
» Must support ONVIF
e Must be compatible with surveillance video
provided by mainstream manufacturers.

CLOSE BAY RACK
» 42RU
o B600mmW x 1220mm D x 2026mm H
o Steel with durable black polyester epoxy
powder coat finish
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POST ANALYTICS SERVER

Must be highly reliable platform and configuration to
support and exceed requirements of the Post
Analytics Software

VIDEO MATRIX SERVER

Must be highly reliable platform and configuration to
support and exceed requirements of the Videos to
be displayed.

10KVA UPS -MAIN

« Rated power 10000 VA

. Input Normal Voltage
200/208/220/230/240 V

+ Integrated Surge Protection

*  Use sealded Maintenance Free Lead Acid

Battery
. Rackmountable form factor

BATTERIES
o Back-up time 10min

47" LFD MONITOR

47" minimum Slim and Light

60Hz D-LED

Supports up to 4K display resolution
1920x1080 (16:9)

Landscape / Portrait

FIBER OPTICS
e Fiber Category: Single Mode
o Fiber Count: 48

TRANSCEIVERS
e Provide the various distance from 550m to 80km

with FE, GE and 10GE speed.
e Single mode

GIGABIT COPPER SWITCH

¢ Industry standard CLI

¢ Interface

e 20x100/1000 RJ45

e 4xCombo (10/100/1000BASE-T or
100/1000BASE-X)

Switching capacity: 120Gbps

Forwarding capacity: 90Mpps

MAC address table: 16K

Secure encrypted Web and CL| management

with SSHv2 and SSL

SNMP

IEEE 802.1p for Layer 2 QoS

DSCP

IEEE 802.1D Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol

o & 0 @
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(RSTP)

IEEE 802.s Multiple Spanning Tree Protocol
(MSTP), 60 instances

Non-Spanning Tree Loopback detection
VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

IEEE 802.1v Protocol-based VLAN

L2 Virtual Private VLAN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/L3/L4 ACL

DHCP Snooping

DHCP Option 82

|EEE 802.3az Energy-Efficient Ethernet (EEE)

GIGABIT FIBER SWITCH

Industry standard CLI

Interface

e 20x100/1000 SFP

e 4xCombo (10/100/1000BASE-T or
100/1000BASE-X)

e  2x10G uplink ports

Switching capacity: 120Gbps

Forwarding capacity: 90Mpps

MAC address table: 16K

Secure encrypted Web and CLI management

with SSHv2 and SSL

SNMP

IEEE 802.1p for Layer 2 QoS

DSCP

IEEE 802.1D Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol

(RSTP)

IEEE 802.s Multiple Spanning Tree Protocol

(MSTP), 60 instances

Non-Spanning Tree Loopback detection

VLAN support 4,000

IEEE 802.1Q VLAN

GVRP

IEEE 802.1v Protocol-based VLAN

1.2 Virtual Private VLAN

Q-in-Q

Link Aggregation

IGMP Snooping

L2/L.3/L4 ACL

DHCP Snooping

DHCP Option 82

|IEEE 802.3az Energy-Efficient Ethernet (EEE)

Integrated Services Router

2 integrated 10/100/1000 Ethernet ports
2GbE SFP
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4 enhanced high-speed WAN interface card
slots

512 DRAM

256MB Flash

VPN encryption

Integrated threat control

IPS

Content filtering

Direct Internet Access Corporate

Minimum 100 Mbps Direct Internet Access -
Corporate using Fiber Optic Connectivity

Access Point

4x4 wireless-AC technology

Multi-User, Multiple-Input, Multiple-Output (MU-
MIMO) technology

1.4 GHz dual core processor

Four(4) Gigabit Ethernet ports

Dual Radio Frequency(2.4GHz and 5GHz) to
support at least 2.53Gbps combined speed.

USB 3.0, USB 2.0 / eSATA combo
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LEASE OF HIGH-END NETWORK CAMERAS AND HD
SURVEILLANCE, RECORDING AND MONITORING SYSTEM

SECTION VIII
Checklist of Requirements
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CHECKLIST OF REQUIREMENTS FOR BIDDERS

“EACH AND EVERY PAGE OF THE BID FORM., INCLUDING THE SCHEDULE OF
PRICES, UNDER SECTION IX HEREOF, SHALL BE SIGNED BY THE DULY
AUTHORIZED REPRESENTATIVE/S OF THE BIDDER. FAILURE TO DO SO
SHALL BE A GROUND FOR THE REJECTION OF THE BID AND PROPERLY

TABBED AS FOLLOWS:”

ELIGIBILITY DOCUMENTS’ ENVELOPE l

Tab A PhilGEPS Certificate of Registration under Platinum Membership

Tab B Notarized Omnibus Sworn Statement/Affidavit of the prospective bidder (of its
background, affiliations, responsibilities as Bidder, authorizations, etc.) (Section
IX, Bidding Forms)

Tab C Statement / List of all on-going, and completed government and private contracts,
similar in nature to the contract/project subject of the bidding at hand, within at least
the past three (3) years using the following forms and support documents:

» (FORM SF-GOOD-13a) Statement of all its ongoing government and private
contracts, including contracts awarded but not yet started, if any, whether
similar or not similar in nature and complexity to the contract to be bid.

e (FORM SF-GOOD-13b) Statement / List of at least one (1) COMPLETED
government and/or private contracts (Section IX, Bidding Forms) similar in
nature as the contract subject of bidding with a value of at least fifty (50%) of
the Approved Budget for the Contract (ABC) of the contract subject of bidding
at hand supported with the following documents (in accordance to BDS Clause
5.4 of the BDS):

1. Contract; AND
2. Certificate of Completion or Official Receipt of last payment received

Tab D Relevant document such as Contract or Delivery Receipt or Certificate of
Completion as a proof that it has installed an accumulated 200 network cameras
within the last three (3) years of its operation.

Tab E Relevant document such as Contract or Delivery Receipt or Certificate of

Completion of a similar project executed in July 2012 or earlier as proof of at least
five (5) years business operation

Tab F Computation of Net Financial Contracting Capacity (NFCC) in accordance with ITB
Clause 5 (Section IX, Bidding Forms) or a Committed Line of Credit (CLC) from a
universal or commercial bank which must be at least equal to 10% of the ABC

Tab G Bid Security (use Section IX, Bidding Forms in case of Bid Securing Declaration)
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Tab H Technical Specifications Compliance Form (Use the supplied Technical

Tab I